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ABSTRACT ---- The video traffic over mobile networks have
been increasing enormously but the wireless link capacity
cannot keep up with the traffic. This gap results in poor
service quality of video streaming over mobile networks.
Inculcating cloud computing technology into mobile
networks, a new framework is introduced called Secured
AMES-Cloud containing two parts: AMoV (Adaptive Mobile
Video streaming) and ESoV (Efficient Social Video sharing)
.For each user,AMov constructs a private agent to adjust
streaming flow based on link quality using scalable video
coding technique. ESoV allows social network interactions
among users and private agents’ prefetch user requested
videos in advance. Here, security is provided to each user so
that their videos cannot be seen by others unless the user
requires and cannot be seen by cloud providers using
Homomorphic and Incremental encryption.
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I. INTRODUCTION
Over the past decade, more traffic is increased due to
different forms of video (TV, Internet, File sharing using
P2P, Video on Demand -VOD etc.,) streaming and
downloading by the mobile users in particular. Video
streaming is not an issue in wired networks but wireless
networks (mobile users) has been suffering from sharing of
videos over limited bandwidth of links. Though 3G and
LTE have been introduced to cope up with the bandwidth,
the efforts were not successful due to rapid increase of
mobile users.
While receiving videos via 3G/4G mobile networks, users
suffer from long buffering time to load video and
interruptions due to limited bandwidth and link
fluctuations. Thus, it is important to increase the quality of
video streaming in mobiles using networking and
computing resources effectively.
The quality of mobile video streaming can be improved
using two aspects:
. Scalability: Video Streaming service must be
compatible with multiple mobile devices having various
video resolutions, computing powers, wireless links and so
on. Capturing multiple bit rates of same video may
increase the burden on servers in terms of storage and
sharing. To resolve this issue, the Scalable Video Coding
(SVC) technique has been introduced. Scalable Video
Coding (SVC) is the name for the Annex G extension of
the H.264/MPEG-4 AVC video compression standard.
SVC standardizes the encoding of a high-quality video bit
stream that also contains one or more subset bitstreams. A
subset video bitstream is derived by dropping packets from
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the larger video to reduce the bandwidth required for the

subset bitstream. A subset bitstream can represent a lower

spatial resolution, or a lower temporal resolution, or a

lower quality video signal (each separately or in

combination) compared to the bitstream it is derived from.

The following modalities are possible:

» Temporal (frame rate) scalability: The motion
compensation dependencies are structured so that
complete pictures (i.e. their associated packets) can be
dropped from the bit stream.

» Spatial (picture size) scalability: Video is coded at
multiple spatial resolutions. The data and decoded
samples of lower resolutions can be used to predict
data or samples of higher resolutions in order to
reduce the bit rate to code the higher resolutions.

» SNR/Quality/Fidelity scalability: Video is coded at a
single spatial resolution but at different qualities. The
data and decoded samples of lower qualities can be
used to predict data or samples of higher qualities in
order to reduce the bit rate to code the higher qualities.

» Combined scalability: A combination of the 3
scalability modalities described above.

. Adaptability:  Traditional video streaming
techniques designed by considering relatively stable traffic
links between servers and users perform poorly in mobile
environments .Thus the fluctuating wireless link status
should be properly dealt with to provide ‘tolerable” video
streaming services. To address this issue, we have to adjust
the video bit rate adapting to the currently time-varying
available link bandwidth of each mobile user. Such
adaptive streaming techniques can effectively reduce
packet losses and bandwidth waste.

Cloud computing techniques are used to provide scalable

resources to service providers to serve mobile users.

Hence, clouds are used for large scale real time video

services. Many Mobile cloud computing technologies have

provided private agents for serving mobile users e.g.,

Cloudlet. This is because, in cloud multiple threads can be

created dynamically based on user demands.

Social Network Services (SNS’s) have occupied a major

role recently. In SNS’s user can share, comment, post the

videos among friends and groups. Users can follow their
favourites depending on their interest in which their

followers are likely to watch popular person posts. E.g.,

Twitter, Facebook.

1. RELATED WORK
A Adaptive Video Streaming Techniques
In adaptive streaming, the video traffic is adjusted so that
user can view more quality video depending on user link’s
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bandwidth capacity. There are two kinds of adaptive
streaming techniques based on whether adaptivity is
controlled by the client or the server. Microsoft’s smooth
streaming is streaming service provided by server. Adobe
and Apple is an example of client side controlled adaptive
streaming service. But, both services maintain redundant
copies of video which increases burden of storage on
server.

Rate adaptation controlling techniques used TCP-friendly
control methods for streaming services to detect the link
quality so that adaptation can be done accurately. But by
using this technique the servers have to always control
which results in large workload. To overcome this issue,
the H.264 Scalable Video Coding (SVC) technique has
been introduced. Through this technique quality oriented
scalable video can be delivered. The high quality videos
can be achieved using cloud-based proxy because cloud
computing improves the performance of SVC coding.

B. Mobile Cloud Computing Techniques

Mobile cloud computing (MCC) is simply cloud
computing in which at least some of the devices involved
are mobile. Many mobile devices have significant
constraints imposed upon them because of the importance
and desirability of

smaller sizes, lower weights, longer battery life and other
features. This often severely constrains hardware and
software development for these devices. Cloud computing
allows devices to avoid these constraints by letting the
more resource intensive tasks be performed on systems
without these constraints and having the results sent to the
device. Thus, cloud computing for mobile devices is a very
appealing and potentially lucrative trend. Recently usage of
private agents has been implemented to satisfy the
requirements of users. Thus, the cloud is designed using
virtual agents to provide adaptive video streaming services.
The CALMS framework is a cloud assisted live media
streaming service for globally distributed users.

111 CLOUD FRAMEWORK
The cloud framework includes two parts: Adaptive Mobile
Video streaming and Efficient Social Video sharing. The
framework is as shown in Fig. 1
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The whole video storing and streaming system in the cloud
is called the Video Cloud (VC). In the VC, there is a large-
scale video base (VB), which stores the most of the
popular video clips for the video Service Providers (VSPSs).
A temporal video base (tempVB) is used to cache new
candidates for the popular videos, while tempVB counts
the access frequency of each video. The VC keeps running
a collector to seek videos which are already popular in
VSPs, and will re-encode the collected videos into SVC
format and store into tempVB first. By this 2-tier storage,
the Cloud can keep serving most of popular videos
eternally. The management work will be handled by the
controller in the VVC.

Specialized for each mobile user, a sub-video cloud
(subVC) is created dynamically if there is any video
streaming demand from the user. The sub-VC has a sub
video base (subVB), which stores the recently fetched
video segments. The video deliveries among the subVCs
and the VC in most cases are actually not “copy”, but just
“link” operations on the same file eternally within the
cloud data center. There is also encoding function in
subVC and if the mobile user demands a new video, which
is not in the subVB or the VB in VC, the subVC will fetch,
encode and transfer the video. During video streaming,
mobile users will always report link conditions to their
corresponding subVCs, and then the subVCs offer adaptive
video streams. Note that each mobile device also has a
temporary caching storage, which is called local video base
(localVB), and is used for buffering and prefetching.

As the cloud service may across different places, or even
continents, so in the case of a video delivery and
prefetching between different data centers, an transmission
will be carried out, which can be then called “copy”. And
because of the optimal deployment of data centers, as well
as the capable links among the data centers, the “copy” of a
large video file takes tiny delay.

IV AMOV: ADAPTIVE MOBILE VIDEO STREAMING

A Scalable Video Coding (SVC):

For a particular bit rate, if the link’s bandwidth differs
much, the video streaming terminates frequently. In SVC,
the three lowest scalability is combinely called as Base
Layer (BL) and enhanced are called Enhanced Layers
(EL).Hence if BL is guaranteed to deliver, a better video
quality can be obtained.

Using SVC encoding techniques, the server need not to
check the link quality or client. The client can decode the
video and watch though some packets are lost. Yet this is
not bandwidth-efficient because of packet loss. So, SVC-
based video streaming must be controlled at the server side
to use bandwidth efficiently.

V EsoV: EFFICIENT SOCIAL VIDEO SHARING
A. Social Content Sharing:
In Social Network Services, one can post the videos in the
public to his/her subscribers to watch it, one can directly
recommend the video to his/her friends or one can get
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noticed by publisher for new or popular videos. The
probability of watching a video by recipients shared by one
user is called “Hitting Probability” which will help in
prefetching the video to avoid the delay. The amount of
prefetched segments is determined by strength of social
activities.

The social activities in social networks can be categorized

into three types from view of recipient:

e  Subscription: User can subscribe to a video publisher
according to his interest. Since the subscriber may not
watch all the subscribed videos, this can be considered
as “Median”.

e Direct Recommendation: User can directly
recommend a video to his friend in particular so the
watching of video will have high probability. This is
considered as “Strong”.

e Public Sharing: Each user has a timeline which shows
all recent activities performed by user. The videos
watched by the user will be known to his/her friends.
Since not many people show the interest to watch
video without direct recommendation, this is
considered as “Weak”.

B. Prefetching Levels:

The social activities of mobile users can be defined

through three prefetching levels:

e Parts: Because the videos published by subscription
are watched with median probability, pushing a part of
BL and EL segments is sufficient.

e All: The video shared by Direct Recommendation will
be watched with high probability, pushing all BL and
ELs is necessary so that user can watch the video with
good quality without buffering.

e Little: Since the video shared by Public Sharing has
low probability, prefetching of only BL segment of
first window is enough.

TABLE I- SOCIAL ACTIVITIES AND BACKGROUND PUSHING

STRATEGIES
Source recomDr:ll;zer(l:(tjation Subscription sil;?iILZ
VB >subVB All Parts Little
subVB->locVB All Parts Little
subVB->locVB Parts Little None

VI VIDEO STORAGE AND STREAMING FLOW BY AMOV
AND EMOS

The two parts AMOV and EMOS perform video streaming
and sharing based on cloud computing platform. AMOV
and EMOS use private agents to achieve better quality
video without any buffering and interruptions by
prefetching the user interested videos.

The flowchart of streaming video using AMOV and EMOS
is given in below figure. To exchange the videos among
the localVBs, subVBs, tempVB and the VB, a video map
(VMAP) is used to refer the requested segments.
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Fig.2. Working flow of video streaming in VC and subVC

Once a mobile user starts to watch a video, the localVB
will be checked first for prefetched segments of video to
display .If there is none or some parts, the client will report
to subVVC using VMap. If subVC has parts in subVB, the
subVC will transmit the segments. But if there is also none
in subVB, the tempVB and VB in center VC will be
checked. If there is no video in VC, the collector in VC
will fetch from external sources and re-encode video into
SVC format, then subVC will transfer to the user. If video
is shared among subVCs at predefined frequency threshold
(e.g., 10 times per day), it will be loaded to the tempVB of
VC so that it can be shared at higher frequency (e.g., 100
times per day). In such a way, the subVB and VB store
fresh and popular videos for re-usage.

VIl VIDEO SHARING OVER UNTRUSTED CLOUD
STORAGE PROVIDERS

The specific security requirements for securing video

storage in the cloud can be summarized as follows:

1. Video stored on the cloud should be kept private and the
cloud storage provider should not be able to
compromise the video confidentiality by any means.

2. The video owner has full control over authorization of
video sharing. With authorization given by the owner,
the designated user can then access the video kept on
the cloud. Nevertheless, the process should not give
the cloud provider any right to access the video.

3. Video access authorization is designated to the intended
user only. Other users, who are not the permission
holder, should not be able to exercise the permissions
to access the video.

The above requirements of secure video sharing must be

achieved via an untrusted cloud storage provider. It is

necessary that the cloud storage provider helps to enforce
the authorization policy for data access, but the
enforcement should not reveal any information to the cloud
storage provider or enable the cloud storage provider have
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excessive privileges to allow unauthorized access. The
requirements can be achieved by using either
homomorphic encryption or incremental encryption.
Homomorphic encryption is a cryptography scheme where
algebraic operations applied on the ciphertext are directly
reflected in the corresponding plaintext. Simply put, this
allows a third party to compute the sum of two encrypted
numbers, and when this encrypted result is returned to the
user, it can be decrypted with the original key, and the
result is the same as the sum of the two numbers in
plaintext form. This allows multiple parties to
cooperatively generate a piece of ciphertext without
knowing the plaintext that others work on.

Incremental encryption allows the computation of the final
ciphertext based on the initial ciphertext and the change of
the plaintext. The mechanism allows users to have trusted
video storage and sharing over untrusted cloud storage
providers. Being able to implement trusted services on
untrusted cloud storage providers allows users to manage
their video on any cloud storage provider, eliminating the
required trust on the providers. The video leakage
prevention scheme is illustrated in Fig.3. The general idea
is to encrypt the video before storing it in the cloud. On
sharing the video, the encrypted video will be re-encrypted
without being decrypted first. The re-encrypted video will
then be cryptographically accessible only to the authorized
user with the corresponding token.

The whole process does not reveal the clear video to the
cloud provider at any stage, preventing the video being
shared without the permission from the video owner.
During the sharing, the video is always in its encrypted
form, though at different stages it may be encrypted with
different keys. There is no single stage that the video is
decrypted into its clear form before it is delivered to the
authorized users. This ensures that the whole sharing
process will not disclose the information of the video to

any parties.
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Fig.3. A cloud video leakage prevention solution

V111 CONCLUSION
Here, a framework for storing videos in clouds and sharing
videos by constructing private agents for each mobile user
to provide “non-terminating “video streaming by Scalable
Video Coding technique has been proposed.This
framework also provides “non-buffering “video streaming
by pushing functions among VB, subVB and local VB of
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users and security was provided to videos in clouds using
homomorphic and incremental encryption when they are
stored in public clouds. This secure storage solution does
not always fit as there are still a number of applications
that rely on accessing videos in the cloud. It can be tried to
improve the SNS-based prefetching in cloud framework in
future.
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